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PATENTS 

IN THE UNITED STATES 
In re application of 
Makiba SHIGEZUMI 
Serial No. (unknown) 
Filed herewith 
DNS SERVER FILTER 

CLAIM FOR FOREIGN PRIORITY UNDER 35 U.S.C. 

AND SUBMISSION OF PRIORITY DOCUMENT 



PATENT AND TRADEMARK OFFICE • - , 




Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir : 

Attached hereto is a certified copy of applicant's 
corresponding patent application filed in Japan on January 21, 
2000, under No. 12757/2000. 

Applicant herewith claims the benefit of the 
priority filing date of the above-identified application for 
the above-entitled U.S. application under the provisions of 35 
U.S.C. 119. 

Respectfully submitted, 
YOUNG & THOMPSON 




Attorney for Applicant 
Customer No. 000466 
Registration No. 35,041 
745 South 23rd Street 
Arlington, VA 22202 
Telephone: 703/521-2297 



January 2, 2001 




o 

0.. 



a & a # ff 

PATENT OFFICE 
JiiPANESE GOVERNMENT 



to 



5s p° 



This is to certify that the annexed is a true copy of the following application as filed 
this Office. . 



as m # n s 

Date of Applica tion: 



2 0 0 CM? 112 10 



as m # 

[ Application Number: 



MB 2 0 0 0 - 0 1 2 7 5 7 



I Applicant (s): 



CERTIFIED COPY OF 
PRIORITY DOCUME 




200 0# 912 20 



n & if & 

Commissioner. 
Patent Office 







#2000—0 12757 



C^S##] 65000524 
[JimH] ¥/&12^ 1^210 

immmtftmi ho4l 12/66 

G06F 13/00 
H04L 12/46 

l3K0!l#-9] 000004237 
[f&B!l##] 100080816 

[j££Xtt£*ao Aim ffixt 

[«tS^#] 045-476-1131 

H>lft#tR#-lf] 030362 
[MfEf&lg] 21.000R 

[fcfrfc] WHS* 1 

mm 1 

SSte* 1 

[&J£Sft###] 9304371 



fUH#2 000-3077779 



#2000—012757 



mm^ mmm 

filfcDNS (Domain Name System) V h IZ-D V*T, fW?;h5:D 
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K*>f>£. I P7 K^lcStSf 1^ DN S^D 
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mm -7 r-r y * # - mud n s -9- -a y j jizmm\z. muv-r^r 

fcR&^J^tcbfc. 3i:|:#ISi:tS7 7>f7>?*-;i/m 
im&ig 6 ] 

^ t >f y * -/i/iS*£»*&««rr l Jbm* ay^-ftifr-izmmom 

dn s^n hzuwcfcwsSg^&tfDN s*- /^e>a>rav^t>*, jttjf, d 
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l/fc/^y Mco^T, IffSa-fe^a >^S^-^;HC^#$tiTV^«#$:g!f|g? 

sra^* h#im^iir:bi±ii*Tfcv^-£icB:. iaia-fe^3>^sgistt. stria 

ir^la•fes/3>^a^--■/;^^c^$4^Tv^sx> hu %ggi^-rs, r 
m&m io] 
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mm-z^Bymmmt. ^mvr^m^t>^:<Dm^mmx^^m^^y biz 
m?z>mm*. mm-z$'ny<gmT--7jvfrt>wmLx &&*>ry h^mm^ 
mmm&omm. ^<Dm\^t>^^y bizttt2>m®£&z>i&&svry b 

j&®*simmz&ML. mm^y brnm^iz^om^^m^mm^izm^ 
xmmit&mis. ^m^^^y bizmm-tzmmzmmtfaymmT- 

m&m 1 1 ] 

mmsm ymBffi&mrttrv b&mmzm^ ^mvr^^y bifim*&t>n 

t>i±sM^©DNSi?— Aiftjiu rt<Dm^fr-&m&*7tizvfcm^t> 
■&m^.(D&m,^mmm^mmiz^mv, ■z&m^fr^m&rtfy tuts 

tifc D N s -9— /itc*f i, TSft 3 «fc o izrtT ? bmm&tz&m. U 

mmmm7ti^mm\Hm<D%y bu-^i)^(om^t>^x$>^m^ tuiai?^ 
3>mmmz$:mLfem\<^t>i£m#rt'ry b *rtizm&&f&mzm^&t>-&m 

iftrt'ry b(D£.m*{&nis> dn sv-AizM-tz>m^£>i£JVry bomm* 

mmrfTy bmmmz&mv. 
twaizs/ a ^mvr^A^y bizftm-tzmmti/aywrnT-? 

A(D3Ly b V *P<D7^tfiz. rf^v^fritipj <z>H£^tU §W*/hA® 
#>(y$*mmizismymm"r--7J\'a>^y b y©/K-f y*izmfe-?z>^ r££ 
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(a) DN S:/n h 3;WC;J3&"t<5^85|c,S:tfD N Si?" — A3b % ^©^V^-R-fc^, & 

at, 

HOT!*:, 

(d) DN Si?— /WDRIv^trtirA^ry hS:^t5H#^®ai:> 
1 4 ] 
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[0 0 0 1] 

(DM^mm^no K*>f (dns) ®7>f^^ii{:Kts 

o 

[0 002] 

DNS (Domain Name System) l± % >f >^-^>y 0TCP/I P (Tran 
sport Control Protocol/Internet Protocol) $:l^fc^Dhn^ (h^>X 
JK-Mill/TUDP (User Datagram Protocol) &-£•£?) tC <fc£* y h V — 
*^£v^Sii!£*ifc*;* ><D£fa^ I P7Kl/Xt^IS#^f«^S:TC 
p/ip^^ hu-^tc^^tife/^^ Mc3igfc-t<5, TCP/iP^a 

£ttK*>f ^tl^fctSii:!*, TCP/I P*y hC-^tCfettSPt— 

^t©WWW (World Wide Web) -9--/U±, H^&^f " j P 
" „ "co" , H;MBM*5£^*fc&a«"r "nee", |^ttlCfev>Ti& 

ttW e>tlfcWWWt- ACD^X h^fc^i" "www" "www. nec. c 

o. j p" fcvoffij&ffsre^asji*. ■ 

[0 0 0 3] 

"www. nec. co. j p " <Z> "nec. co. j p " te>f > # — *y h 
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Kj*-f y&WV ^T#B9"Cfe€>N I C (Network Inform 
ation Center) iZ <fc »J SI »J ^>tlfc H^m^^tt^^-T 
-Y>£T*&»K "www" liH*m^^ttWT?#iy^T^tlfe^X hi&T*fe 
So TCP/ I P^D hrJ/l/TfaMl/J:^ t-TSJjNXhtt, 

PT Ki^£*ne>fctftU;£&e>-r, z:©wwwt-;^TCP/i Pt-giLJ; 

•9 ^^"S>f — # y MCg^StlfcjftJ* Mi, "www. nec. c o. jp 
" H^^^ttilZftfo-fZ I PT KU^?:DN S -U--/1lCf^v>-£t>-i±£ 0 "www 
. nec. co. j p" tCg^eLJ;3i:-r£iftX Mi, Mf— rtHm* 

*l£ DN S tcfctt* >f >Pi«4f ^©]I*©ff #£1^®-<r£ DN S^- AlC^ 
V^*>ii\ "jp" K*>f V5:flbt^5DN Sif- /t&$fc*.T*»e>l\ ^tC 
^(Z) "jp" K*-f >$:faLT V* SDN S-9-- A KZ|SIV^*>i*, "co. jp 
" K^>f>SfaLt^5DNSt-A?:titt>P>l\ 7*tC"co. jp" K 
;*>f Z/^MVX^^DN Si?— AlCf^V^fri*, "nec. co. j p" 5:f 
3LT^£DNS^-A£i&;tT : fc>£V\, "n e c. c o. jp" F*>f> 

Sfll/T^5DNSt-;t|C "www. nec. co. j p " £ V>3 h£ 
IC^-TS I PT Kl/*&ravv&*>-«\ f©DN S-tf— /tic^tf^futf&titfrtf) 
*X h<0 I PT Kl/XSrjg-f o 
[0 0 0 4] 

htc^-rs^tc-7T>fT^*-;i/^^«bT, tcp/ip 

[0 0 0 5] 

cp/ip^d hzi;vzmvfcMmte%tm^<DT?-t**Mm-t sitw?) 

[0 0 0 6] 
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[0 0 0 7] 

±mmmizftisT. ^©^-^at-h:. ii^DNst- Amtmizyy 
tt-izmnznfeDN sv-akmvt. nmmizm^t>ax^^>^o^zwtmv 

[0 0 0 8] 
[0 0 0 9] 

#f?ih£i±& TDoS (Denial of Service) \ 

&n&i&mizttvT%ffiffi&i&m£*v* dn s-^-^^z^^x^nm^nx 

[0 0 10] 
[0 0 11] 

^HIStlTV^fctf) (UN IX T %b i nd§) „ IfX 7*n ^9 A©f!l## 
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[0 0 12] 

V-^77>f JV&4kffi£tiX^te^m& (M^-liMi c ro s 
of tttlWindows NT Server 4. 0 lZi£$.t\,£> DN Si?" — 

[0 0 13] 
[0 0 14] 

[0 0 15] 

[0 0 16] 

Xm&WtmS, 8 0 5, 8 2 0flCtt, DNSJCfcV^T, K^>f>©W 
»tiHRKl#^*IWVv£;bii:5|:£S:y #"-f h (redirect) tS^tt% 
*V hV-#<D K*-f PT Kl/**SKZ>*y hV-9m&mm (privat 

e information) £ D N S fcil CTJIftltt^KiaHS Lfc V^ <fc 3 tC L£ 3*1 

[0017] 

©lM£#M^Cfc3*:£^lcBfr<\ DN s^-A:7Y;i/#&tFfaS«tt£ll& 
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[0 0 18] 

mm zMR-tzt » 

[0 0 19] 

[0 0 2 0] 
[^^©^Jg©^®] 

■ #»W©^«©j£»CoV>T»l8-f-S. *»DNS (Domain Na 
me System) If — RFC (Request For C 
omments) 1 0 3 4. 1 0 3 5 „ &tf3*UC Wjg-r £ R F C^CWK J: *Jj£ 

x^-jMsssgu te^vfrfoommz. mM&ffiMMjBL&mfBi-t 

[0 0 2 1] 
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-fe^rrLU^>r jb©x^s:fT^ri:$:B&^, d n s \zm-*z>ffim<D 

[0 0 2 2] 

, WDN S^-/tfr£>©/S^A>ry f&Sfit*^7 h^fSSP (2) D 

Ns^w-6-t)«*$:^a-rsfc«?)©-fe^3>^a^-^;i/ (8) &{s*., 

DN St-M©^^#fct7^-y (5) il, IfflV* 

^t)t/^>y h ©iHM^tlcig-r^ A>r y hSr^-TS^^SP (6) m 

\ l ^t>-&x.&i&®/vry bzmm-r&rt'rv bmmm (7) zmit. 

fcDNSW«y V\Z-DWXWirt>TV h $:DN Si?— A C^-r^lC. ft^cMStf 
&£*^fr&fiU mWiZtkitihtcmz. ZL^-fo&rtTv h^LTM^Tn'N 

[0 0 2 3] 

5Aflr-/;i/ (4 0) IMBfcliEV? h * aL7tf>Mtt£#flllU 2gff 

^*ffeff^n^A&38WUT^<fC^-riW»S:ff^l*ffi«3aW (3 0) 
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±*»&©»i*«i3S&ff^n- F*a® (3 6) i:, tfeSET/n^Afr&flWfJS 

if— trx;i/-^> (3 1) fc. &fltA.TV*S. 
[0 0 2 4] 

&nm&. ■z<Dft$.v^—mM<Dj&mizi3^T. -fes/a^js^-^i/ (8) 

SW9hA©^>jt (6 0) rav^fc-ttS^&ffofeS*^©! 
PTK^ (6 1) WV^*)*ll*feffofc5l*7C3K- (6 2) fc, 

.181 w&*>«#0> h^««iE«-C*ofe*^iclSrv^*>«#S:iHI©DN 
S-9— /MZl£MhT^&frEofrl£^-*-7 i 7>fkL (6 3) % 

(2) #DN S/\°>r*y h£^«1-££:, 1;^ y h £ iffSBir a ( 
3) JCiSb, ir$/3>^MS (3) tt, •fe>>3>^a^-> r ;v (8) tc, Steb 

hi££Siirr£ffi£7^£^bfc(Z>*>, -feS/a>#MS (3) li, 
/\°>ry h h^SEgp (4) izmirTrtTy h(Dft&*mMls. rtfrvhlk 

urn (4) t*atv ho^SE&^v^ t$^i:^i^$»§f^, faSBizt/3> 

flS (3) j5l«Sf^yh©gj8!IS:*^ ^ft;WVM|-;biir^T&5*^^ 

) lc*fbT, x9-j££/^!r<3> h©^rt&ft«b, £j&£*ifcA>ry h&tffK-fe 
S/'aS/M-x— (8) I PT KUX, jK- F##*e*g3feS4x*ffl# 

K*fbT. ./t^baHM (7) K:j3H9&<fegU S«bfeiS«P/^v.MC«3V^ 
T, -fe>>a>^a^-^;v (8) K:««3*ifcfll««:ll9BfcU S«bfcR|vv&;b 

[0 0 2 5] 
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>f>#^*>> mw&*>i$ri^,K-!ry h£#flgUT, j£££j$£|S (6 

) lc*fLT. h©£j&£#t)SU a >^3l^- >Ol/ (8) 

(SS/^ybCo^T, -fe^a (8) lCg^£*iTV^'fi#£:it!I 

[0 0 2 6] 

-fes/a>«aas (3) &$tteK>rv homm^m^ j&gwry h 

- -fe$/a>«3S» (3) ttgEftSFrt*- y HK:^£**Hvv&fri«:fc©flNI«:* If 

fa-feS/a>«B^->Ol/ (8) i^^iU -fei/a>^SSlS (3) 

2e©«*, se>jcravv&*>*&ff3M#»ntf, iz2/a>««ap (3) i*. g 

) fcL 5l#^*aJ (5) Cl^v^;bi«^>ry mU^Tv 
hmmm (7) fcttLT&©m^t>*ft^0>a«&ffeHU -fei/a^aiap ( 
3) It. S«LfclWv^*>*©^ftaT?»SiS*Wy hCM^Sfl!f#&tlf» 

>^3Sg& (3) Hu jSIf;^^ Kfcf filfe(5S^9 K0B*S:Ki«S*fc5c 
©iaiv^*>«*C#r*lS4?Wy h©fe«S«rffi|i54SF^I«as (6) KUtoHl, 

^iLfef5tW^[:iSt5ii&ti/a>faf-^ (8) jfr&SHftb 
, 7n©rav^i3*il#K:Hi-6««S:tjrlB*^a>«a'5 1 -^'/l/ (8) ft^BMS 

[0 0 2 7] 

siifc^y h^rov^fc-ersi*'?***^ -fei/a>waigis (3) tf&m 
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4ry h&7GKi3£*£j£«P (5) tzm^bum*** v b<D$if&*&MV. DN 

s-^-Aic*r-rs^v^t)i±/\°^r^ bamis&rt'rv bmmm (7) ic^gu 

CD/K^>^S:-feS/3>^3S^-^;i/ (8) <Z):n> b V Q>m > * Kittfe-? & . 
[0 0 2 8] 

(b) DN sWv^iD*5l*& < Bf3ii'r*fe«)<z>"fe*/a y^Mr-zfJVtiffi^ 
(d) DN S-9— /is\<DMf&t>1£rt!rv b 5:^i--2>M#^^Si:. 

*JC, U J^ffc&ffib fettle. 
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[0 0 2 9] 

sy—rfym* 1 te, dn s^n hn^lCfeft^Sg^r^DN Slf- A 

[0 0 3 0] 

DNSfCoVNT, 

• 8^>DN Slf-Al 1 7^*y b 1 ?-? 1 5 lC«f h 
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[00 3 1] 

DNSt-/U HI NIC (Network Interface Car 
d) 1 3^St5iJ-^7 h*7-?^<Z)*^ bV-V 1 5fflDNSfi©-Si: 
> *^M7-9 160DNSfi©^5:flU D N S h n;WC^f^V> 

[0 0 3 2] 

TCP/IPK5>fA'12H NIC13WNIC145:IDT, TCP/ 

^l^DNstwu lttzicDTCP/i p K7>f;u sji-eifrf^-rs^n -feX 

[0 0 3 3] 

77>f7-^*-^l Oli, Sg^l75i)^filTCP/IP7 , nh3^tC 

forward ("7* t7- K) ^of f (*:7) -e&§£v>5) ilftoTfc^ 
, DNSt-^7^^1ttNIC13, DNSt-;U lliNIC14©IP 

[0 0 3 4] 

03(t *|g^(5D— H^MCDDN S-9--A-7>f 1 £ 1 ^W^StcH^ U 
>f77*-;V2 0Jt J-VTV Y~7 4 7b* 'J>^i77>f7'7*- »K H2 

©7T>f ffii^^^ bu-^ i 5icM-rs3§g^i 7 tm 

ffi<0*y bV-P l 6 IcJR-r S^5f5l 8TOili0TCP/l P7°n Nn;wc 
[0 0 3 5] 

H3lCfcV^, 77>f7'7*-^2 0H ^ >^i7-^ 1 6 SKt* 
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fibTDN S^O hn^T^tXt'tS©!! DNSt-7^7-f^^ 1 
feU, iMDN Si^-ztl 1 {CttT^1r^^ff : nr$*iT^e> > r. DN 

h ^©T * "fe J* ttff «T£ *lT l^fc £ 3 *IT ^ 5 o 

[0 0 3 6] 

Mffiv>%v bv-# i 6{c«-^-g> :7y>fy 2 o, dn s-9— 7^^>r;i/ 

TCP/ 1 p±<d7u bn;\,T*mi§»i&T*2bZ> B 

[0 0 3 7] 

DNSf-Al Hi, DN Sif-A7>f 1 lC*f LT:7*r7-#*©^5t£f? 
oTV>S 0 S3f%. DNStwt 1 1 ICMLT, ffi^Zl 8^e><Z>*^ Ft7-# 1 5 

izm-tz3%m i 7 <z) >r >^ i p r f u^m^^m^^m-t^ 
DNSf-^iitt, mm^t>^m^^ *v vv-v 1 6tcjR3J&v**;*b 

(:7*?-F) "T<5 = ££3^1 8##Hg-T£DN SU— DNSt- 

/u i izmfeztix^z. 

[0 0 3 8] 

A (V7h^x7) 3 2, 3 3. 3 4, 3 SCltt^tMbtH^^*®!: 

oy7Afif-7*;i/4 0§:iAT^5. 
[0 0 3 9] 

n - f^ssb 3 6«, 
u (dn sv-Ayj )i*-&mmztiz>zjyK:3.--#<b*^v) jticn- f-t& 
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a, 

[0 04 0] 

-9--tT^;V-^> 3 1 $tiE^"D^A3 2, 3 3, 3 4, 3 5©H^ 

^ IC ^ £ tz. &> <D ^ IE 7 n ^ 9 A h n T$ m $ ft 2> D N S - A 7 >f ;i/ # * ft CD m 

[0 0 4 1] 

• v^&n^y tf-f > b y F* 5 o 

[0 0 4 2] 

DN S-tf— /"UCifg^bTV^fri;* ^^5:^1-7^^6 3 £#*.TV^ 0 
[0 0 4 3] 

0 DN St-/t7^i! 1 ©tMt^3£ffc^-r-5fcSb©^n- 
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[0 0 4 4] 
[0 0 4 5] 

$.0*. HI. 0 8 &#MLT, DN S-9— A7>f^^ 1 ©»f!MCoV* 

[0 0 4 6] 

^r?/7°S 1 0 ltCfeV\t, DNS;^»/hS:, h^®3P 2 ^fftS 

fc. *<D/*>ry h&-feS/3 >1f3l3|S 3 {C$1 U ^ff 7°S 1 0 2t'S, -fei/a> 
^JS8P3te, #^-^;i/8«<Z>^MbfeA4-<y htf>3tm5£<Z>I 

[0 0 4 7] 
[0 0 4 8] 

m^r-rnii. x^^y^s io 5tc it tfo 

[0 0 4 9] 

tfBffV^fritM* (DNSI*) A^frWJtU DNSS#T?»fttf, 7.7- Vf 
S 1 0 6, l&&rt>ry M?fetl«X^^^S 1 0 8lC*tt?„ 
[0 0 5 0] 

x^-fc«F/*4rv h©£«fc«:f&HU h «3S-r— ?7l/ 8 © 

[0 0 5 1] 



2 0 
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[0 0 5 2] 

1 0 8lC^frr&£V^*KJKHU JS*f«N ^©DN S1*--A:7>f )\s& 1 lC*fl, 
[0 0 5 3] 

^(D^vzfS 1 0 9Tr&. ^mStlfe^a^-^A8©o:> h U©^B 6 0 
[0 0 5 4] 

»ff^Sl lom gtebfcJSSWry Mc-dv^t, 

[0 0 5 5] 

■y^S 111 fCMtS. 
[0 0 5 6] 
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rt*v tV&M&T.'ryzfS 1 1 2lCittf D 
[0 0 5 7] 

[0 0 5 8] 

|Q V * & fc> -& ^ IC *f i" £ m ® £ & o T V \ £> j&v if ^ ^ £ gfy< £ o 
[0 0 5 9] 

tf&v^, sm^v^t>-&*^^$tiTv>s#^ictt, DNSU"-;t7>f;i/^ 1 
"www. foo. co. j p" £v>e>;ft* h^lcM-TS I PT Kl/*£^3lfl- 

• hDNSt-A, 

• "j p" F^^f>S:fltT^SDNSiJ-A, 

• "co. jp" >f >S:fabtV>5DN S-9— A, 

• "foo. co. jp" F*>f ^SrlfJlUTV^DN Si?— A, 

-A(DT Fl/Xl,frgC;tTfce>;ifcv> (m«"co. jp" F^^>0DNS 
"9-A*»e>H: "foo. co. jp" K^-f >l:f Ibtv^DN St-A(DT 

[0 0 6 0] 

1 1 3 Icfc^T, 3© <fce>&H2E£fT W s e>ici^v^*>-&£?f e> 
xfy^S l l 4jc, 4&l?#&tt*U;£x-ry ^"S l l 7ic*ifr 0 

[0 0 6 1 ] 

^f^ySl 140tiH DNSt-A7-fHnf, $ e>lC-ftfi(7)DN Sif 



2 2 



2000-3077779 



#2 000 — 012757 



[0 0 62] 

fUt, ^f>yysil5T*tt, -fe^a>^SiaS3jb^v^fci±ll^/N 0 >?r 
[0 0 6 3] 

tfCCDv^y^Sl 1 6-ete. iz£/a >^3S8l$3l±. ^fSLfcm^fcittf^tF 
[0 0 6 4] 

«F/*4ry b£^MbfcZl££;§;i*bT^.& 0 3©fc#>, ;*^«y :/S 1 1 7 -ete. 
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